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INTRODUCTION

The safety of the ElGamal data encryption algorithm ede/s on a discrete Ic
problem over a finite field. Today, ElGamal Scheme variant is used by a lot -
cryptography applications. In the IMCPA, security was demonstrated by the EIGe
system, but vulerability was shown by the CCA2 attack in the eakB05. Therefore
cryptography community is very much interestednpiioving ElGamal encryption [18]. Dt
to its safe, efficient and low complexity charaies, the cryptographic community usel
especially for mobile communication security. The gical curve cryptosystem has cert
advantages compared to the pt-key cryptosystem, including lower computatio
capability, small storage, and narrow bandwidther&fore it results in good effincy by
combining ElGamal encryption algorithm and elliptiarves. The reliable transmission
data in communications is an important challeng

In addition to RSA and Rabin cryptosystems, EIGamamed past Taher EIGamal
another public key crypsystem. ElGamal's logarithm problem is discrdfep is an
important prime number, el is primitive root in t@up. G=<Zp,*, X> and r is an integ:
then e2=elr mod p is easy to compute using theefaginential algorithm, but given el,
and p, itis infeasible to calculate the discrete logarithmlbpem i.e, r = loe1 €2 mod p.
Figure 1 shows the parameters computation, of C
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Figure 1. EIGamal parameter computation.

1. Elliptic Curve Cryptosystem: While RSA is a secure asymmetriccryptosystem, it
large key size and is costly. Researchers havehsa@lgrnatives that give smaller k
sizes that offer the same level of security. Thigopidal Curve Cryptosystem (ECC)
one of the famous algorithms. The system reliesEdliptic Curve theory. A brie
introduction about elliptical curves

* Elliptic Curves using real numbers. This type of elliptic curves consists of t
variable cubic curves, same as the variables uséhei elliptical circumference f
the calculation of thecurve lengths, which are not directly connectechvéliipses
The general form of the elliptical curve equatisrshown in equation
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Y2+ bixy + by =5¢ + ax® + ax + a ...... (1)

Elliptic curves based on real numbers utilize dipaliar category of lliptic curves as
shown in equation 2:
y?=x+ax+b......(2)

The above equation is a nonsingular curve ® + 278 # 0, otherwise the
above formula represents a singular elliptical eufthe formula ® + ax + b = 0 has
three separate roots (real or complin a nonsingular elliptic curve, and there are
three distinct roots in the equatio® + ax+ b = 0 in a particular elliptic curv
Looking at the formula, it is observed that theyaidegree of 2 on the left, wheree
on the right. This means thatall the roots in a curve are real, a straight taa pas:
through the curve in 3 points. At most, in two gejna vertical line can cross t
curve.

Figure 2 shows two elliptical curves® = — 4x and §= x* — 1.

They are non singula

The firsthas one consists of three real roots —2, x =0, and x = 2), however; the
other only has two imaginary one real root (x =

4+ 4+
31 3+
2+ 2+
| P=x-dx =1
- ] ]
2L 2 4 6 8 -1 _i} 7 4 6 8
24 NS
34 34
4 4T
a. Three real roots b. One real and two imaginary roots

Figure: 2 Two curves across an actual field

The specific characteristics of an elliptical cumenon singular enable
identify an additional action at curve points. Hewe it is to be remembered that
supplementary procedure adopted here differs frben dperation defined for tf
integers. The function adds two curve points onvargcurve to obtain a new set
point on the curve as follow

R =P+ Q, where P =(x1,y1), and Q = (x2,y2), B (x3,y3
Take three different cases to find R as shown bahatve figure .
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Figure3: The3 casesin an dlliptical curve

> In the first case, there are differex-coordinates and geordinates in P = (x1, y:
and Q = (x2, y2). The P and Q line intercepts tlnwe at a location known a—
R). R reflects R as far as the-axis is concerned. Points of R also x3 and y&
determined by foremost finding of the pi of theX then finding x3 and y3 value
as shown below: The coordinates are computed tisengquation

Q-"‘-_‘-.' :| (X'-—X ]
B¥=A -X—X2 and Va= AX1—X3)—W1 i 43)

» The two points overlap in the second case (R = MP).Hn thls case, as sho\
below, the line slope and the point R coordinatestze found usinequation 4:

L=03x"+a) /(2v)

-

X3=A"-X1—x2 and yi= Axi—xal—-vi .. (4)
> In case 3, the two are mutually additive inverddse second point is Q = (x-
yl) if the first point is P = (x1, yl). The thirdojmt does not obtained [
intercepting the two points of a line. The matheamats say that interception
not finite (O) or also known as point at infinity bero point

» Elliptic curves over GF (p): Modular arithmetic is necessary for cryptographmw.
elliptic curve ‘E’ operated additionally over the=Gp) field with p>3 and a, € GF
(p) is denoted as Ep, b) with O as extra point.

=x+ax+b

» Inverse Computation: The contrary of a point (m, n) is (/) where —n is the
additive inverse of n. For instance, if q=13, theerse of (4, 2) is (4, 1:

» Curve Point Computation: For computing the points at the Ep (a, b) on
curve the following pseudo code is us

elipticCurve_points(p,a,b) // p is the modul

{
x€0
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while (x<p)
{

w € (X+ax+b)modp// wis?
if (w is a perfect square in Zp) output vVw), (X, —vw)

XxX€Ex+1

}
}

In other words, for example the equation # = x* + x + 1 and the
computation will be carried out on modulo 13 anel ploints of elliptic curve over;;

(1,1) as shown in figure

P -pP

(0, 1) [(0,12)

(L4 | (1,9

4.2) | (4,11

.1 [(5.12)
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(10,6) | (10,7)

(11,2) (11, 11)

(12,5) (12, 18)

Points

12 - -4t oo o@eobeh o

Figure4: Elliptical curve pointsacross GF (p)

Some ¥ values in arithmetic modulo 13 have no square fBleése are not tt
elliptical points of curve. In the current curvealid not include points x =2, 3 and 6
x = 9. For each curve, each point has the invérbe. inverses are representec
pairs. It should be noted that the inverse of (7,5007i, 0) itself. Note that in Zp of
specific a two of a kind of inverse points, theuesd of y are an additive reverse
each other. For instance, under Z13, 4, 9 are segeunder addition. So we (d say
y =4, then ¥ = 9. On the same vertical lines, both are inv&

» Adding two points: The earlier defined elliptical curve group equat{8his usec
with a computation done on GF (p). The additive andtiplicative inverses ar
used instead of &raction and division. For instan

Lot B=P' ~Q where P= (4. 2] and Q =(10, 6) arcthe points,
ai—(6 23x(10 1) "'mod 13 —1x 6 'mod 13—5 mod 13
box=(5—4-10)mod 13 =11med 13
¢ y=[5(4—11)-2] mod 13 =2 mod 13

d R={11 2} whichisa pointon thecurve

» Point multiplication with a constant: To multiply the number with a constan
in arithmetic means to add k times. In order totiplyl a point P with the consta
k on the elliptical curve, one point P is addek. For example, in 13 (1, 1) this
results in the increase of point (1,4) to 4 (5, This leads to a multiplication «

point (8,1) by three (10, °

Copyright © 2022 Authors

Page | 5



Futuristic Trends in Chemical, Material Sciencebl&o Technolog
ISBN: 978-81-959356-1-1
IIP Proceedings, Volume 2, Book ;, Part 1, Chapter 1
EXTENDED GENERALIZED ELGAMAL CRYPTOSYSTEM FOR SECURM2M COMMUNICATION

« Elliptic curves over GF (2"): The GF (2) field can define the calculations of t
elliptical curvegroup. Adding and multiplying numbers are the sameadding an
multiplying polynomials. To identify an ellipticaturve over GF ("), the cubic
equation desires to be changed. The commonly deescrequation is shown
equation 5:

y2+xy=x3+ax+Db (5)

Where b is not equals to 0. Note that x, y val@sand b polynomials have-bit
words.

> Inverse Computing: if P = (X, y), then —P = (X, x+y).
> Curve Points: For the irreducible polynomial of f(x) =* + x + 1, select GF )
with elementq0, 1, g, & &, d*, o}, that is similar to that§+ g+ 1 =0 or > =

g+ 1. Additional ‘g’ powers can be accordingly cdéted. The values for the ¢
are shown below.

00 | 3_
0 0 g=g+1 1

00 4 _ 11
1 1 g_g2+g 0

01 |[g°=¢+g |11
+1

01

910 1
g 10 | 6_ 10
7 o |€=9+1 |]

With y* + xy = X + ¢™* + 1, a = §, and using the elliptic curve b = 1, t
following curve points are obtaine

P P 1
p=-p—>| (0,1) | (0,1) o L SRS
cOE
@8 @) o
@)@ s e

—@
ad
o

(g6: g) (g67 gS) 0

Points

A 4
=

Figure5: Elliptical curve points across GF (2")

Adding Two Points: GF (2n) rules for the additidrpoints are fairly differen
from the GF (p) and are shown in equations 6 a
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L IfP=(xy1). Q=(x2,¥2).Q?-Pand Q? P, then R = (x3, y3) =P + Q can be found as

h=(yty)/Gatn)
=4 thtxy+tnta ad y= AEita)tEmty oo (6)

2. IfQ=P then R=P~+P(orR=2P) can be found as

L=&+y)/ X1
=)l +h+a ad pExtt(eDm (7)

II. LITERATURE REVIEW

There are different approaches available for secoramunication in constrained
environments. Most widely used conventional and enodblock cipher approaches for
constrained environments are Advanced Encryptioan@&trd (AES), Rivest—-Shamir—
Adleman (RSA). Apart from this, the other classiapproaches also proposed by authors.
The following are some of the existing approaches.

1. ElGamal Encryption using Elliptic Curve Cryptography: In future years computer
systems are expected to be depends on EllipticaleC@ryptography (ECC). Increased
RSA key length may not help, because the process@iyption and decryption will also
be slowed down. The ECC 256-bit equivalent to tIisARB072-bit is considered. ECC is
known to provide much more secure than RSA, wh&Eencryption ensures the same
security as RSA. It is nevertheless slow to encthiptsymmetric key (e.g. AES) and is
therefore rare to be used in real message encnypilte ECC encoding of EIGamal may
be described as an ElGamal cryptosystem using Higi¢al Curve arithmetic over a
finite field. The authors researched on certainyva@gnificant feature of ECC for its
application in cryptography and investigated the wa$ elliptical curves in ElGamal
encryption and understand its challenges in datayption. It is also a fast encryption
approach and compared with other popular symmeétaicd public key cryptosystems

2.

Limitations to this approach are that the elligticve when visualized only a few
points fall on the curve, i.e, all the Elliptic Guer points over the finite field cannot be
implemented and visualized [3]. Hence, the norniightieal curve and the finite field
curve have to be referenced side by side for furimplicity of the basic arithmetic
operations in an ECC. Other limitation is thatiniot suitable for smaller devices, which
means that the methodology needs to be generalized.

2. CLEFIA: CLEFIA is a proprietary block cipher algorithm desd by Sony. Its name
comes from the French word clef, that means “ké&yie size of the block is 128 bits, the
key 128 bits, 192 bit or 256 bits. The method idelsi a new, compatible AES 128-bit
CLEFIA block cipher supporting 128, 192 and 256Kaiy lengths. CLEFIA [4] is able to
achieve sufficient immunity from known attacks dhekibility by adopting a number of
new and cutting-edge design techniques to achidfextee software and hardware
implementation. In hardware and software, CLEFIAiages good performances profile
which is about 1.60 Gbps with less than 6K gatesutl3 cycles/byte of software with a
CMOS ASIC library of 0,09um, 1.48 Gbps, and AMD Athlon 64 of 2,4 GHz. CLER{A
a highly efficient block cipher, especially hardear
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The limitation of this approach is, as it is symniwekey cryptosystem, it is
necessary to exchange the encryption keys befargngt actual communication. Hence
additional key exchange algorithms are needed.

3. Lightweight authentication scheme using Elliptic curve cryptography for the
communication: Intelligent grid is a developed grid system for tonser energy
monitoring to adjust the amount of electricity gexted. This advanced grid system can
contribute to the promotion of cultural heritage dnysuring a continuous and intelligent
supply of power. Intelligent grid is one of the mdunctionalities for smart cities, and
every city with smarter facilities attracts visgoeventually to visit the rich heritage.
Smart networks are in charge of safeguarding tis&clmmmunication between stations
and the relevant control centre, by monitoring aoduisition of data using Supervisory
Control and Data Acquisition (SCADA). While custam&ib-communications require
further improvements, existing protocols fail totislg full intelligent grid security
requirements [5]. Due to the complex nature ofittielligent grid and various security
requirements, the development of an appropriatdheatication system is a vital
challenge. An ideal authentication scheme shoufdileaall known lightweight security
attacks involving delay-sensitive networks like simgrid calculations. The ECCI6]
offers the same level of safety with much smallees compared to other safety
techniques such as RSA, DSA and DH. Given the cexppime-consuming nature of the
smart grid, the author proposes an ECC-based systdightweight authentication. In
addition to providing low calculation and communica costs for mutual authentication,
the proposed system is tolerant to all known ségcattacks.

1. METHODOLOGY

In future years computer systems are expected tddsed on Elliptical Curve
Cryptosystem (ECC). RSA key length increase may melp, because the process of
encryption and decryption will also be slowed dowhe ECC 256-bit equivalent to the RSA
3072-bit is considered. ECC is known to provide munore efficient implementation
security than RSA, while ECC encryption ensuresdhmme security as RSA. It is slow to
encrypt larger messages than symmetrical key A=), and thus rarely used. The ECC-
based encryption of Elgamal can be described a&ldgmal cryptographic system and is
applied over a finite field to elliptic curve [7].

The security of the ECC depends on a trapdoor immehat is with a publicly known
base point the discrete logarithm of an ellipticatve element is hard to find. It is known as
an elliptical curve that is not used to solve tlebtem of discrete logarithms known as
Elliptic Curve DiscretelL ogarithmProblem (ECDLP). Moreover, the following sub secton
provide more information.

It is known that the ElGamal cryptosystem works ro¥@. But, the generalized
ElGamal cryptosystem can be on any gr@ipNot only restrict our self oAp. So it is the
generalized version of ElGamal cryptosystem. Fas, tit needs a discussion about the
Discrete Log Problem (DLP) in that group.

1. Visualization of Elliptic curve: For demonstrate basic mathematical functionsliptiel
curve, the JavaPlot library and the python ECC pgek are used. The library allows us
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to visualize various mathematical functions by wiefy a format for the graph with ba:
charts. This featurés used to draw our ellipse with a modified substhrpart of the
source code in the library to meet the visualizatieeds. This tool enables to visua
the two point addition and to double a curve poliite curve taken is> =2 + x + 6 and
set for the display.

—1 -2 o 2 4

Figure6: Elliptic Curve Visualization of theformy?=x3+x + 6

Discrete Log Problem (DLP): Let group, (G, *), be an abelian group. Now, irsthroup
on we define the discrete log issue (G,*). Given ¢GB), where G is a finitegroup, o
belongs to Gp belongs to H where H is a sub group generated

H={d |i>=0}ie,d=aXxaXa........ X o. H is acyclic groug
Choose a, such th@it= aa and it is hard to find ‘a’. That is, if G is g@w is a
generatorChoose ‘a’, 0 <=i< |G- 2, =a®=aXAX O ............ X a. The Discrete Lo

Problem is, given (&, B), finding ‘a’ is hard. Then it is a discrete logpplem. It is the
generalized discrete log proble

Generalized EIGamal cryptosystem based on G: If an M2M node wishes to transmit
message to another node, the relevant public andt@rkey pairs has to be created. If
group G exists and it is hard to find ‘a’ in thesctiete log problem with a generaliz
ElGamal cryptosystem. The proposed sches shown in figure 7.
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X — c—xspr ,.>| X=C*(C)! |_> X
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Figure 7: Architecture of Generalized ElIGamal Cryptosystem over Elliptic Curves

The setup phase of an M2M node follows the stefisbi® compute the corresponding ke

Copyright © 2022 Authors

« The node choose a group G over the operation *¥)(

* Thenode also selects, called primitive element or genera
* The node chooses a secret elemer

« Now, the node computgs= o®, wherea®= o X a X o
* The node makesis public

Xa. (‘a’ timesa)

The plain text space here is P = G and the citest spaceisC =G * G and t
key space is k = { (Gq, a,B) | B = o}, where ‘@’ is kept private element and (& f3) are
public elements of an M2M node. Now, the M2M nodads the public elements to i
other end, say the receiver. The encryptilements send to the node are e2 =@®). If
the node sends an initiating node message, thasito select a random integer ‘k’. A
then encrypts the selected message, say ‘X’ wihetamentso( B) , that is, kAX, k) =
(C1, C2).

Where C1 =*; C;=x *B*; 0 <= k <= |G| - 2

Then, node sends the cipher text blocks C = (C),t€2he receiver. Now th
receiver performs the decryption process as destielow
X=C*(CH™
Like this, all the cipher text blocks are decryptadthe receving node. This is
possible with a group, (G,

Generalized elgamal cryptosystem over Elliptic Curves (GE3C2): Suppose the ellipti
curve over Zp, E = {(x, y)} where x, € Zp * Zp and ¥ =X + ax + b mod p and a,€
Zp and 4&+ 276 # 0 (mod p). This will form an abelian group, (E:)'+The addition i
defined as follows. Take any two points (P, Q) veher= (x1, y1) and Q = (x2, y2) ther
+ Q=R and P + (- P) & (point at infinity). The formulas for addition ofvb points are
sane as in the case of elliptic curve arithmetic. &inithis addition a group is formed a
uses this group for ElGamal cryptosystem [8]. Tleaegalized ElGamal cryptosyste
over elliptic curves is illustrated belc
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If a node desires to transfer a mes: to other node, then it has to generate
corresponding public and private key pairs. Thecess of generating public and priv
elements is shown in the figure 8. The setup plohssn M2M node follows the ste|
below to compute the corresponding k.

* The node choose E

* The node also selects, called primitive element or genera

* The node chooses a secret elemer

« Now, the node computds= &*, wherea®*=a xa Xa ...... Xa. (‘a timesa)
* The node makes the public elementso(E) and ‘a’ isprivate.

MM Node 2 _—k—: :_ﬂ:ﬁ;@:
Setup Phase
M2M Node 1 4 4 4 Choose :E, o, a
— l———J——J——J ——————————— —4 Caleulate: = ac
@ - N
SR, 1 Public elements: [E, o, §) Public Elcment=(E, =, B]
(= fod !
= = 1
== 1
1 Private element: a
L 4
[E o B)
? a
Cipher Text{ Y1, Y2) i
P Yi=ka =
r —he S— R S
Ao _ Plain Text
Encryption Decryption

Figure8: Architecture of Generalized EIGamal Cryptosystem over Elliptic Curves

Now, suppose a node wants to send the messager(hg from the elliptic curv:
points xe E. Table 3.1 Various GECC parameters used by our asypten

Parameter | Value

Prime p | Oxfiffffrrrrrrrrrrrrrrerrrrrrerrrrrrerereeee ffffffefffffc2f
0x000000000000000000000000000000000000000000000

a

0000000000000

b 0x000000000000000000000000000000000000000000000
0000000000011

o (Ox79be667ef9dcbbac55a06295ce870b07029bfcdb2dce2t
2815b16f81798

5. Implementation of generalized elgamal ECC cryptosystem (GE3C?: The proposed
method used both JECC [1] library and python-pycrypto package to apply tl
Generalized Elgamal encryption using Elliptic clev&he ec-pycrypto is a package th
offers APIs for producing keys by means of presg#®€C curves, developi new ECC
curves, performing ECC arithmetic (point additiordanultiplication) and ciphering ar
deciphering integers using the public/private ki8]s The variety of curve paramete
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and P(x,y) selected are illustrated in table 1.rigpicon: An input txt P of variable
length is crack into equal length blocks, p..... py). If the input message is ASC
characters and every one letter of significancebsaancoded with a-bit integer (0,255)
at the sender and likewise decoded at the receiMee. encded message is th
entrenched into the x,ycoordinates such that (x,y) lies on the agreegtallicurve. The
sending node chooses a random number k and theriheseeceiver's public elements

a, B). The cipher text is a combination of two elem namely, Y1, Y2 where Y1 = k
and Y2 = x + 3.

Decryption: The node recovers the message by x =— aY1 where Y1 and Y2 are tl
received cipher text blocl

IV.RESULTS

The proposed scheme is tested with ASCII inputrfé¢ure of diverse sizes and a
deliberate the time essential for encryption ancrysion. The decryption procedure tal

fewer time when compared to encryption [1
g Encryption
: B Decryption
‘ 1
\
8 9 10

70 -
60
50

Speed 40 _|
®) 5

I

Size (multiples of 120 KB}
Figure 9: Encryption Vs Decryption on variousinput sizes using GE*C2.

4 s

7

It is observed that decryption is eight times fagt@an encryption because it invol\
less number of multiplications than encryption.Ufegg9 shows the strength of the algorit
comparison between encryptiond decryption times for a block size of120F The
proposed schemed &E realization is analyzed through further algorith(dES, DES,
RSA and BC? by the different measures as described in tal
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Algonthm Properties Key Size
AES ECB/PKCS5 Padding 128 bit
DES ECB/PKCS5 Padding 56 bit
RSA ECB/PKCS1 Padding 1024 bit
EAC? ECC_SHAI 236 bit
GE*C? GECC 236 bit

Table 2: Comparison of various Protocols
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Figure 10: Performance of Encryption times of various algorithms on variable input
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Figure 11: Evaluation of Decryption times of various algorithms on variableinput sizes

Encryption Performance: Encryption speed is a primary deciding factor désting an
algorithm for securing data. The proposed schenmfonpes better for various sizes
inputs. figure 10 illustrates the performance afiazs approaches. The proposed®C?
implementation pedrms better than AES, DES and the scher*C?

Decryption Speed: The decryption process takes some more time thatrofrencryptior
process, but still it performs better than the pHpgproache

V. CONCLUSION

The proposed scheme also performs beor low cost devices such as nodes in M
communication by means of computation complexity siorage space. In future the sche
can be extend for M2M communication in Ultra denséwvorks where heterogeneous no
may authenticate and perform secure cwnication.

The proposed scheme also verified using the Prdi&fetool to analyze the securi
capability of the algorithm. The scheme also aradymformally under a given adversal
model to prove the robustness of the algorithmregjdinown secuty attacks. Performanc
study of the proposed method in comparison with enodelated authentication methc
shows that the projected approach gives less catipnal and communication overhe
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