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MANETs are more vulnerableAdilakshmi Yannam
to different kinds of network attacksAssociate Professor
due to its phenomina. A blackhol&eshadri Rao Gudlavalleru Engineering College
attack is a kind of routing attack whiclGudlavalleru, Andhra Pradesh
can destroy all connections and
successful transmission of the data Bhaik Salma Begum
MANETs. This paper proposed assistant Professor
method considering the BlackholeSeshadri Rao Gudlavalleru Engineering College
attack problem while implementincGudlavalleru, Andhra Pradesh
the Adhoc On Demand Distance
Vector routing. In this, features ar&agavamsi Davuluri,
extracted and analyzed by simulatingssistant Professor
the blackhole attack, when a blackhol&eshadri Rao Gudlavalleru Engineering College
attack present in the network. TheiGudlavalleru, Andhra Pradesh
we proposed detection method using
the Destination sequence numbefshok Reddy kandula
packet drop ratio and the waiting of Assistant Professor
node. To improve the behaviorabeshadri Rao Gudlavalleru Engineering College
performance of the network in termGudlavalleru, Andhra Pradesh
of attack, detection rate and time and
to achieve the better throughput this
method was proposed. Theresults of
this simulation shows that this
proposed one is effective and reliable
for detecting blackhole attacks.
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. INTRODUCTION

From the past we have the significant evolutionvo&less networks, resulting in tl
emergence of several associated technologies,agies| and applications [1]. One of 1
technologies that has attracted a lot of attenfidre s«-called mobile ad hoc networks ¢
popular among researchers (MANE

MANETSs are self configured wireless networks cortegécwith mobile nodes th
may move independently from one place to anothaceplEach and every node conneci
another, relying on nad cooperation since there are no ceized nodes to control th
network. Because autonomous mobile nodes in MANEds move independently a
employ peer-tgeer wireless communication, the network topologflexible[1]. Due tc
these characteristics, ANETs are excellent for n-infrastructure communication syste|
like those used in emergency situations, but they make them susceptible to a variety
network attacks, such as channel access misbemadata forwarding threats, and routi
protocd attacks [1].Security concerns related to this samication paradigm are becomi
more and more important as MANETSs spread [5]. Défife special aspects, primarily thc
relating to the design or implementation of suatusiéy mechanisms in another ault, must
be taken into consideration when dealing with thérhe blackhole node accumula
network traffic, making it more likely to producensrmhole attack or other network ass:
[2].The goal of this work is to create a blackhdktection technice that reduces detecti
time and increases detection rate. By choosingkhekhole node and examining the not
properties, we present an efficient blackhole nietection method in this stu

1. Black hole attack: Every time a source needscommunicate, generates a route req
packet (RREQ packet), irementsits sequence number by one, and includes thisel
route request packet header before broadcastinBRteQ. To prevent sending the sa
RREQ several times, this sequence numbesed. A fresh request is indicated if the
is high. The malicious or attacking node listensom a portion of the communicati
channel and records the sequence numbers of eaEl RBming from each node[3].
attacker initiates a blackhole assault Ireating a bogus RREP with a sequence nun
Attacker Node lacks a distinctive id. By increasthg sequence no., an attacking n
creates fake route reply pack
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Figure 1. Network with Blackhole attacker
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According to above Figure 1. The sender Broadc&EQ to all other nodes and
getting RREP in reverse with sequence number justement by one of the source
machine request. An attacker node 8 carefully mies¢he sequence number of the
RREQ transmitted and send the bogus route replgpd RREP) with this number than
the target node because attacker treats the spodeeas targeted node . The source node
by receiving this fake RREP, see the higher sequenenber and believe that it is the
original reply with hop count as 1 and decides thate is a direction to the destination
with less number of hopes. The node updates itsechy deleting the all routes from the
target node and stores the new fake route in theng table. And source node simply
ignore all route reply packets from the other nodesause the sequence number of this
node RREP is less than the previous route replysage$4]. Now all the traffics are
diverted to the target node through Blackhole nodé&om that point onwards the
blackhole node can control the messages transmifisim source to destination.

2. Proposed methodology: In MANET the Source node has a RREP with destinati
sequence number to that direction. The source ooeegpsed the incoming RREPs for
consideration of route calculation. The attackerdpces a RREP to form Blackhole by
following that

* Request field is set to RREP

e Hop count sets to 1;

e Source IP address is set as this node of the amat¢he destination address
 DSNis Increased by at least one;

» Set the source address to a honexistent address.

Attacker finds the faked RREP[12] message to the@cgonode. When originating
node receives the faked RREP message, it will moisf direction to destination node
through the non-existent one. Then Black hole oERRvas formed. Then the Blackhole
attacker tries to drop the entire communicatior thdappening between source and target
node[6].

Hence the solution proposed here to detect thélhtde node by that the network life
time and performance can be improved without angys¢/]. So, the proposed method
basically updates the running process of the aatgig node without altering intermediate
and destination nodes by using a modified AODV W8N and PDR. In this three things
were added, a new Routing-Table , Waiting Time andriable Intruder Node ID to the data
structures in the default AODV Protocol[8].

Step by step Procedure for Modified AODV with DShNI&PDR
Source node S
Target Node D
Node ID as N_ID

» Step 1: Initiate the network with n of nodes anthwimer and add the current time of
simulation to waiting time by considering all thgsmeameters.

Direction Request RREQ
Direction Reply RREP
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Routing Table RT

Intruder Node IN

Intruder Node ID |_ID

Intruder Table IT

Source frame number SSN
Destination frame Number DSN
Waiting Time WT

» Step 2: Until the time exceeds do the following:
Store the RREP from all the nodes with DSN and NinIRT.

* Step 3: Retrieve the each and every entry fronRfhe@nd check the following

Repeat

The node DSN is >the SSN // not just incretiy one
Then treat it as malicious node and store irutier Table.

Else
Process the node and establish the route for comeation and

continue the packet transmission.
For the nodes in IT do the following

If
(the packet drop ratio at this node > the nommoale and the time for

RREP > WT)
then treat it as harmful node and generate alanvato other nodes.

Else
The node is considered as normal node.
Until( Malicious node detected)
» Step 4: Then for the reaming nodes in the networkioue the following process

The malicious node detection process is explaineda following flowchat.
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Figure 2: Process of mal
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icious node detection

Surely thenode is the malicious node, immediately remove #rdty from the
RT[9]. This is how malicious node is identified anbdlen check for the pack
transmission ratio for selected node. If the packep ration at this node is more than
normal node trdat as dangerous node. In final process the sadecbde receiving tim
is verified with waiting time, it it exceeds, itrcaetected as malicious node and blocl
After that alarm is generated and broadcastedemétwork to warn all other nodes.
proposed onenaintains the identity of the harmful node asidfsat, it can discard ar

control messages[10].

II. RESULTS

Describes the simulation concepts \ all of the network parameteThis simulation
study makes use of the N&$13] simulator [12].Three scenarios are examined in this st
Adhoc On Demand VectprAODV under RREQ flooding assa, suggeste method.
Examplesituations, configuration is 10001000 m with a ¢ansnumber of nodes (CBR)
15, 30, or 45, and a variable stop period (C of 1 to 10 seconds. Thmarameters and the
corresponding values, whiahkere used to assess the behavipeformance of the networ

are shown in Table I.

Parameter Value

time 149 Sec

area 999 m x 999 m
AntenngTower) Omni

Size of thePackel 511 Byte

Max lengthof thequeue 49

Network Traffic

Constant bit rate

Transport Laye

User Datagram Protocol

Data Speed

9m/s

TransmissiorRate

8 packets / second
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Throughput is the ratio of the quantitysourcedata that a sender sends to receivt
the amount ofime it takes for thdestination to receive the last ote packets per second
Frequent topology changes, inconsistent commupicafIANETs. A network with higl
throughput is preferred constrait bandwidth, and restricteits per second, it is measur:
energy are some factors that reduce throughy Frequent topology changes, inconsis
communication, MANETs. A network with high througlipis preferred constraine
bandwidth, and restrictedlsing @dhoc On Demand VectoAODV under RREQ floodin:
attackand the proposed technique, we simulated anktwit displays the throughp
performance. Under RREQ Flooding attack, networkuphput falls as pause time var
where as it is improved in gposed metho
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Figure 3: Throughput vsstop Time
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Figure 4: Throughput vs Number of Nodes

The network's throughput declines under the RRBQUdihg assault but increas
with our suggested mechanism, according to thelation findings of thesource network
using normal AODV, Adho©DYV under theflooding attackand the proposed meth
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[11.CONCLUSION

From comparisons, we believe the proposed methggasopotable and efficient and
very low congestion in implementation . The progbakgorithm was simulated for the
modified Adhoc ODV algorithm by considering the Deation sequence number and packet
drop ratio at the node considered from the routatde [13] .
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